ABSTRACT The secret key generation rate (SKGR) of current physical layer security methods is not high enough for practical requirements. A novel SKG method based on the cross multiplication (XM) of twoway random signals is proposed for TDD-MIMO system. The principle concealed beneath the XM method is found that the XM operation not only derives the common random source for both legitimate partners, but also employs new generated cross-terms due to bilinear operation to provide more measurements of the random source and more secret keys accordingly, which is essentially superior to the existing paired multiplication (PM) method. Then, the theoretical SKGR of two-way random signals is analyzed and it is validated that SKGR is determined by the randomness of the reciprocal channel and the two-way secure transmission rates collectively. Furthermore, SKGR of XM and PM methods are derived in closed-form respectively under infinite antenna condition and the former shows a linear increase with the channel coherence interval, which are also approximately valid for finite antenna. The innovative conclusion means the slow-changing property of some channel environments can be further exploited and the proposed XM method can be applied to solve the low SKGR problem in static or quasi-static channel environment such as IoT. Finally, the simulations verify the theoretical results and show that the XM method achieves several orders of magnitude higher SKGR than the PM method.
I. INTRODUCTION
Wireless communications are vulnerable to being attacked due to the inherent broadcast nature of radio propagation [1] . Encryption and authentication based on symmetric-key are important measures to ensure the security of wireless network, where the critical issue is how to distribute secret keys to the legitimate partners without leaking any information to the eavesdroppers [2] . Conventionally, some computational complexity based methods are developed, such as DiffieHellman key exchange protocol, which works on the assumption that the eavesdroppers are unable to solve a certain mathematical problem in feasible time [3] . Unfortunately, it is not clear whether these methods are still valid with the development of quantum computer [4] . Physical layer secure transmission [5] and secret key generation [6] 
(SKG) emerge
The associate editor coordinating the review of this article and approving it for publication was Xiaofei Wang. to provide information theoretic security solutions, which appear to be more credible with no assumption about the eavesdroppers' ability. This paper concerns most about SKG method designs.
A. RELATED WORKS
Most SKG methods are based on the Source-type model [7] , [8] . As shown in Fig. 1 , Alice and Bob are the legitimate VOLUME 7, 2019 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see http://creativecommons.org/licenses/by/4.0/ FIGURE 2. The evolution paths of SKG.
partners but Eve is a passive eavesdropper, and all of them could observe the common random source and generate secret keys by quantization, information reconciliation and privacy amplification. For example, the classical SKG methods usually use Channel State Information (CSI) as the common random source, such as Received Signal Strength (RSS), Channel Impulse Response (CIR) and Channel Frequency Response (CFR) [9] - [11] , where both Alice and Bob send public pilots and two-way channel estimations are needed. Obviously, the SKG Rate (SKGR) is limited by the natural randomness of reciprocal channel, which may be low especially in outdoor far-field scenario and indoor static environment [12] , [13] .
To break through the limitation of the randomness of reciprocal channel on SKGR, [14] - [16] introduce the randomness of one-way transmitted signal and use received signal as the common random source. For instance, Bob first sends reverse public pilots to Alice, then Alice transmits random signals, which can be locally generated by Alice, to Bob. Therefore, Alice can estimate the reciprocal channel by the public pilots and further compute the received signal at Bob using her own transmitted random signal, so the received signal at Bob can be used as the common random source to generate secret keys, and vice versa. These SKG methods only need oneway channel estimation and the SKGR not only includes the randomness of reciprocal channel but also contains the randomness of one-way transmitted signal, thus improving the SKGR.
Furthermore, it is an intuitive idea to further promote the SKGR by introducing the randomness of two-way transmitted signals. Such that, [17] - [20] explore the SKG methods using two-way random signals, which can completely avoid channel estimation and significantly improve the SKGR. Based on information theory, [17] analyzed the validity and security of two-way SKG protocol, and [18] derived the upper and lower bounds of the SKGR when transmitting two-way random signals. However, the critical issue faced in this method is how to design a proper common random source to obtain more randomness information. Paired Multiplication (PM) [19] , [20] , as the pioneer of two-way SKG method, uses the corresponding product of transmitted and received signals as the common measurement. [19] improves the SKGR by randomly changing the transmitted power at Alice and Bob, and [20] designed a specific twoway SKG scheme for Time Division Duplex (TDD) Single Input Single Output (SISO) system. These researches show that the two-way random signals based SKG can achieve higher SKGR which exploits not only the randomness of reciprocal channel but also the randomness of two-way transmitted signals. Even so, the current SKGR is still too low to meet the practical requirements. Especially in 5G, the transmission rate reaches Gbps, which needs the same level rate keys' updation in terms of Shannon's one-timepad perfect encryption. Therefore, PM is not meant to be the final answers but could be a guidepost to a better solution. Based on the above analysis, we could review the evolution paths of SKG as shown in Fig.2 . One can easily see that the SKG strategies evolved from completely depending on channels to adding random signals to common random source, which not only reduces the channel estimations but also obtains higher SKGR. The principle of one-way and two-way SKG methods lies in passing random measurement and expanding the sample space of common random source. Compared with one-way SKG method, two-way SKG method not just expands the sample space but also uses ''Sunday punch'' operation, using the multiplication of twoway random signal as common measurement [21] . As shown in Fig.3 , two single-antenna terminals Alice and Bob communicate with each other. For acquiring common measurement, Alice sends random signal x A to Bob and Bob sends random signal x B to Alice. Without considering the effect of noise, x A y A = x B y B = x A x B h is used as common measurement at both Alice and Bob. Indeed, expanded sample space facilitates the significant improvement of SKGR. Consequently, how to further make use of the introduced two-way random signals to achieve higher SKGR is an important and valuable issue.
Wigner-Ville distribution has been known for many decades as a simple and powerful bilinear joint timefrequency representation. This distribution was presented by Wigner in the field of quantum mechanics in 1932. It was employed for solving problems in the communication theory by Ville in 1948 [36] . For a continuous-time signal x(t), the Wigner-Ville Distribution is defined as
where x * (t) is complex conjugate of x (t). What makes Wigner-Ville distribution so attractive is that it ignores the hypothesis of the short-term stationary in signal and overcomes the resolution between time and frequency by using bilinear transformation. Bilinear transformation is a special and simple nonlinear transformation that inherits the advantages of nonlinearity. Dialectically, Wigner-Ville distribution benefits from nonlinear transformation, but is also subject to nonlinear transformation. This method has a disadvantage in displaying the spectrum called ''Cross-Term'' interference, which causes the frequency misidentification severely limiting the applications of Wigner-Ville distribution. However, the ''Cross-Term'' may be an advantage factor in SKG method, because the generated cross terms can also be used as the common random source to generate secret keys. Based on this inspiration, we design a novel common random source which should generate a mount of cross terms to significantly improve the SKGR.
B. MOTIVATIONS AND CONTRIBUTIONS
According to the above analyses, we can get the following recognitions. 1) The current SKGR is still too low to satisfy the practical Gbps requirement in 5G; 2) Though the random signals have been introduced to improve SKGR, but how to make full use of the introduced random signals to achieve higher SKGR is still a critical issue; 3) The cross terms generated by nonlinear transformation can also be used to generated secret keys, such that the SKGR can be further improved. Therefore, we propose a novel SKG method called cross multiplication (XM) based on bilinear multiplication of the two-way random signals. New cross terms are generated due to the bilinear multiplication of samples in different time slots of two-way signals. It is worth noting that the cross terms originated from the bilinear properties is fully exploited to provide more measurements of two-way random signals.
As such, XM method not only utilizes the advantages of nonlinear transformation, but also converts the unfavorable factors ''Cross Terms'' into benefit factors. This is different from the existing SKG two-way method, taking the popular paired multiplication (PM) method for example. Take the examples where Alice and Bob mutually exchange private information, the common measurements acquired at Alice and Bob by PM and XM methods is shown in Fig. 4 . Obviously, we can see that the number of the common measurements of XM methods is n times larger than that of PM methods, where n denotes the length of random sequence exchanged between Alice and Bob. Futhermore, Observing Fig.5 , we can find the measurements of PM method is limited to the diagonal line of the whole measurement sample-plane, which indeed have not fully mined the randomness gain provided by two-way signals. Instead, the proposed XM method almost traverses the overall sample-space. The key lies in the fact that the cross terms originated from the bilinear multiplication provide more measurements of two-way random signals. 
Our works and contributions include
• A novel two-way SKG method is proposed to promote the SKGR, which not only expands the sample space of common random source but also uses bilinear operation to add new measurements in order to obtain more original randomness information. Compared with PM method, XM method exploits the connotation of bilinear multiplication to use the mixture of random signals in time dimension to mine much more randomness gains provided by two-way signals. The common measurements of two-way random sequences are expanded from n to n × n, as shown in Fig. 6 , where n denotes the length of the random sequences.
• The theoretical and practical SKGRs are analyzed from the perspective of information theory, which are related to transmitted power, antenna number, channel coherence interval and the strategies of power allocation and time allocation. The proposed XM method provides several orders of magnitude higher SKGR than the existing PM SKG method due to the bilinear operation and the new generated cross-terms.
• It is validated that the practical SKGR of XM shows a linear increase with the channel coherence interval, which is the most distinctive feature of XM method. This innovative conclusion means the slow-changing property of some special channel environments can be exploited and applied to solve the low SKGR problem in static or quasi-static channel environment, such as Internet of Things (IoT) and wireless sensor networks (WSNs). The remainder of this paper is organized as follows. In section II, the two-way SKG model is established and the theoretical SKGR is derived. In Section III, the XM and PM SKG methods based on two-way random signals are compared to illustrate the advantage of proposed method. Finally, the derived theoretical and practical SKGRs are simulated to analyze the influence of transmitted power, antenna number and channel coherence interval on SKGR and further compare the performance of the XM and PM SKG methods.
II. SYSTEM MODEL A. TWO-WAY SKG MODEL
As shown in Fig. 7 , this paper considers a TDD-MIMO system where Alice and Bob are legitimate partners while Eve is a passive eavesdropper. The antenna numbers equipped at Alice, Bob and Eve are N A , N B and N E , respectively.
are the channels from Alice to Bob, from Bob to Alice, from Alice to Eve and from Bob to Eve, respectively. The channel coherence interval is denoted as
where M S is the equivalent symbol number and T S is the symbol duration time. For simplification, it is supposed that all the channels stay unchanged during each T C , and all the elements of H are independent and identically distributed (i.i.d) Cyclically Symmetric Complex Gaussian (CSCG) random variables with zero means and unit variances in different T C , namely h ∼ CN (0, 1). In addition, Alice and Bob work on the same carrier frequency in TDD mode, so the legitimate channel satisfies reciprocity during each channel coherence interval
Without loss of generality, we consider two-way exchange protocol in a coherence block as shown in Fig. 8 . Different from the equal time allocation in PM method, the forward link (from Alice to Bob) and the backward link (from Bob to Alice) are allocated M A T S and M B T S , respectively. Therefore, the time allocation satisfies
and all the exchanges between Alice and Bob can be observed by Eve. In Fig. 8 , the transmitted signals at Alice and Bob are
where x Ai , x Bi are the i-th column of X A , X B , respectively, and i also represents the transmitted time point. Meanwhile, supposing the transmitted signals satisfy i.i.d CSCG distribution and the power constraints
where
determine the power allocations at Alice and Bob, respectively.
After the forward and backward transmissions, one can easily get the received signals at Alice, Bob and Eve are Therefore, the two-way SKG model aims to generating secret keys based on their owned information at Alice, Bob and Eve shown in Fig. 8 . In terms of the researches in [7] , [8] , the SKGR can be expressed as the conditional mutual information among Alice, Bob and Eve. Then, the key problem comes down to searching for the optimal power and time allocations to maximize the SKGR. In next subsection, we will focus on the theoretical SKGR where both Alice and Bob transmit random signals instead of public pilots.
B. THEORETICAL SKGR
According to the above two-way SKG model, Alice and Bob mutually transmit random signals X A and X B which can be locally generated. After the two-way exchanges, the owned information at Alice, Bob and Eve are (X A , Y A ), (X B , Y B ) and (Y AE , Y BE ), respectively. Then, the theoretical SKGR can be expressed as
where the chain rule of mutual information and the independence of all channels and transmitted signals are utilized in the above derivation, R wc = I Ĥ BA ;Ĥ AB denotes the SKGR that comes from the reciprocal channel, R fwd = I (x A ; y B |y AE ) and R bwd = I (x B ; y A |y BE ) are forward and backward secure transmission rates, respectively. Therefore, the above two-way SKG model where both Alice and Bob transmit random signals could significantly promote the SKGR. This assumption is not the same as universal communication systems where the transmitted signals usually contains public pilots. It is worth noting that replacing the public pilots with random signals is exactly the cost of improving SKGR. To obtain a higher SKGR, random signal strategy can be directly integrated into key agreement protocol with slight modification. Even in the case where both Alice and Bob transmit public pilots, the XM measurements is still valid and can be used to generate secret keys, but the SKGR will be reduced to that of traditional SKG methods based on reciprocal channel. It is obvious that the SKGR consists of three parts [16] , [18] , and all the terms have been researched in [22] , [23] , namely Considering that all the channels are i.i.d, the optimal power allocation is [24] 
which is consistent with the optimal power allocation of LMMSE channel estimation and ergodic secure capacity [25] , [26] . In this case, the LMMSE error is
then one can get
so the theoretical SKGR and the corresponding optimal time allocation can be further obtained by Monte-carlo approach. In summary, the theoretical SKGR achieves a great promotion by introducing two-way random signals where the SKGR based on the reciprocal channel and the two-way secure transmission rates are contained. However, this is just the theoretical performance, it is still a critical issue to design a suitable common random source to explore higher practical SKGR. In next section, we will compare and analyze two SKG methods based on two-way random signals from the perspective of the Source-type model.
III. SKG METHODS BASED ON TWO-WAY RANDOM SIGNALS A. THE XM COMMON RANDOM SOURCE
According to the two-way exchanges shown in Fig. 8 , when both X A and X B are locally generated random signals, there is no straightforward common random source between Alice and Bob. XM is proposed to obtain the common random source as well as to produce the new cross terms to provide more measurements on the two-way random signals. A public function for acquiring common measurements is introduced at the Alice and bob, which is expressed as
where X is transmitted signal and Y is received signal. Using (14) , Alice, Bob and Eve could obtain
where G A , G B and G E each contains M A ×M B elements. Due to the channel reciprocity, G A ≈ G B = G E holds, so G A can be used as the common measurement with M A ×M B elements. Noted that, the XM common random source basically uses the reciprocity of wireless channel, which inherently exists at TDD systems. On the contrast, it may be not applicable to FDD systems where the uplink and downlink channels are not reciprocal. For comparison, the mechanisms of PM and XM methods are shown in Fig. 9(a) and Fig. 9(b) , respectively. In the specific case where M A = M B = M = 0.5M S , XM obtains M 2 terms, while PM method only get M terms due to the absence of cross multiplication. Much more measurements due to the introduction of cross terms can certainly provide more information of original random source and enables better SKG performance (even these measurements may be not completely independent).
In order to more directly distinguish PM and XM method, the results in Fig. 9 are mapped to the elements in Fig. 10 . The common measurements of PM method is limited to the diagonal elements while that of XM method traverses the whole matrix. On the other hand, PM method needs the synchronization of its own transmitted and received signals to guarantee the pairing operation, but XM method does not, because XM itself intersects at all the time points of transmitted and received signals.
For instance, when (
, the common measurements of PM and XM method are given by
where G A1 contains two independent random measurements while G A2 consists of four dependent ones. On the one hand, it is clear that G A2 contains more information about transmitted and received signals than G A1 , which results to higher practical SKGR. On the other hand, the existence of cross terms cause the dependence of XM which would complicate the following SKG steps. In next subsection, we will qualitatively analyze and compare the practical SKGRs of PM and XM methods from the perspective of the Source-type model. Remark: From the view point of methodology, the cross terms originated from the bilinear properties are used in XM method to provide more measurements, which takes more advantage of two-way random signals than PM. The dimensions of observation measurements of two-way random signals are expanded from M to M ×M , where M denotes the length of random sequences. Thus, more randomness information about the two-way random signals could be exploited to promote the SKGR. From the view point of resource utilization, XM method excavates the available resources in time domain to allow the mixture of samples in each channel coherence interval. As a results, the measurements space of common random source is extended.
B. PRACTICAL SKGR
As shown in Fig. 8 , Alice and Bob acquire their own information after the two-way exchanges, namely (X B , Y B ) and (X B , Y B ), both PM and XM are necessary processings to obtain the common random source. As shown in Fig. 10 , PM is the diagonal of XM when M A = M B , so one can get
where diag(·) denotes the diagonal operation, g and G are the functions of PM and XM, respectively. To simplify the following analyses, Lemma 1 is directly given here [29] (the Corollary of Theorem 2.8.1 in Chapter 2), which comes from the data processing inequality and means that there is no processing about Y could increase the information about X contained in Y .
Lemma 1:
Synthesizing the data processing in the above two common random sources, one can obtain the Markov chains
where (X, Y) is the original data, X H Y is the XM processing, diag(X H Y) is the PM processing, and every processing may lose a part of original information. Meanwhile, PM can be seen as anther processing based on XM, then
which means that XM contains more original information about (X, Y) than PM, which enables higher SKGR. Furthermore, based on the above two processings to obtain the common random source at Alice and Bob, one can get (20) which shows that the obtained common random source may lose the mutual information between Alice and Bob, and the loss of XM is no more than the loss of PM.
At last, combining the original data at Eve (Y AE , Y BE ), the practical SKGRs are
which means that the practical SKGR of XM is no less than that of PM, and both of them are no more than the theoretical SKGR. Noted that, it is supposed that Eve utilizes the original data to eavesdrop secret keys, but it does not limit the possible processings at Eve. Denoting the processing Eve chosen is f (·), one can get (22) so no matter what processings Eve may adopt, the practical SKGRs satisfy the similar relationship about the XM and PM common random sources. Therefore, the advantages of XM are qualitatively analyzed, and the quantitative comparison will be illustrated in next subsection. VOLUME 7, 2019 C. SPECIFIC EXAMPLE Considering that the conditional mutual information depends on the conditional Probability Density Function (PDF), it is difficult to obtain the conditional PDFs of the above two common random sources. Although [30] has derived the distribution of the multiplication of two complex Gaussian random variables, but the closed-form practical SKGR is still an open problem for the absence of conditional PDFs.
However, when the antenna number is great enough, the quantitative increase of antenna number will cause a qualitative change of the distribution of the common random source, and the closed-form practical SKGR may be obtained. In fact, it is reasonable to assume the great antenna number in 5G massive MIMO system. Especially, the antenna number has been expanded to 1024 in mm-Wave scenarios [31] . Therefore, we try to take the extreme case for an instance where the antenna number is infinite, to quantitatively analyze the SKGRs of the above two common random sources.
First, we analyze the theoretical SKGR when the antenna number tends to be infinite. Without loss of generality, a channel matrix denotes H ∈ C N r ×N t and its elements satisfy h ∼ CN (0, 1), where N t and N r are the antenna numbers at transmitter and receiver, respectively. When N t is given and N r tends to be infinite, channel hardening occurs [32] lim
Specifically, when
so the theoretical SKGR also tends to be infinite. For practical SKGR, the distribution of the common random source are qualitatively changed with the quantitative increase of antenna number, which enables the closed-form practical SKGRs can be derived. We give Lemma 2 to illustrate the distribution here.
Lemma 2: If the antenna number tends to be infinite, then the elements of the XM common random source G tend to be CSCG random variables.
The proof is provided in Appendix A. Therefore, one can derive the practical SKGR of XM by
and the closed-form is shown in Theorem 1. Theorem 1: When the antenna numbers at Alice, Bob and Eve tend to be infinite, the practical SKGR of XM is
The proof is provided in Appendix B. For any given power allocation and time allocation, one can easily get the practical SKGR of XM by Monte-carlo approach. Meanwhile, it is not difficult to see that the optimal power allocation and time allocation are
In this case, one can easily geṫ
where tr(·) denotes the trace operation, so the practical SKGR of XM can be further expressed as
which shows a linear increase with channel coherence interval and this feature will lead to a much higher SKGR in slowchanging channel scenario. Similar to the derivation of Theorem 1, the practical SKGR of PM (M A = M B = M ) can be easily obtained
which is lower than the practical SKGR of XM (26) . Combining the equal power allocation, we have
which is also lower than the SKGR of XM (30) . Noted that, when the antenna numbers are infinite, the theoretical SKGR is also infinite, so all the practical SKGRs are lower than the corresponding theoretical SKGR, which also shows that all the processings to obtain the common random source will loss some of SKGR.
On the other hand, due to the SKG protocol is public, Eve may adopt various processings to eavesdrop secret keys. It is an intuitive strategy for Eve to do the similar processing to obtain the similar common random source. In this case, the practical SKGR of XM is
and the closed-form expression is shown in Theorem 2. Theorem 2: When the antenna numbers at Alice, Bob and Eve tend to be infinite, if Eve utilizes the similar common random source instead of original data to eavesdrop secret keys, the practical SKGR of XM is
and
The proof is provided in Appendix C. Similar to Theorem 1, the practical SKGR of XM can be obtained by Monte-carlo approach when given power allocation and time allocation. Meanwhile, (28) is also the optimal strategy for legitimate parties. In this case, 
and one can easily get
which shows that Eve could achieve the same effect as original data by similar processing, so it is an intuitive and efficient strategy to eavesdrop secret keys for Eve. For the PM common random source (M A = M B = M ), Eve also utilizes the diagonal elements to eavesdrop secret keys. Similar to the derivation of Theorem 2, one can get the practical SKGR is
and combining the equal power allocation, one can easily get
which also shows the similar processing is a good eavesdropping strategy for Eve. Through the above extreme case where the antenna number is supposed infinite, it is not difficult to see that the XM common random source contains more original information, so it can provide higher SKGR than PM method. In addition, although the above SKGRs are derived based on the condition of infinite antenna number, but it would approximately satisfy Lemma 2 for general TDD-MIMO systems. Therefore, the time-linear increase feature makes the proposed XM method be very suitable for slow-changing scenarios. For Eve, similar processing is an intuitive and effective eavesdropping strategy, which may achieve the same eavesdropping effect as original data. In next section, we will compare the SKGRs of the above two SKG methods, and analyze the influences of transmitted power, antenna number and channel coherence interval.
IV. SIMULATION RESULTS

A. SIMULATION PARAMETERS
We take N A = N B = N E = 64 for an instance to analyze the theoretical and practical SKGRs. Considering that the equal power allocation is optimal and the PM common random source implies the condition of equal time allocation, so we choose equal allocation strategy to maximize the practical SKGR and compare the two SKG methods. To guarantee the accuracy of simulation results, 1000 Montecarlo experiments are conducted in different block-fading channels. If there is no special explanation, the simulation parameters are set in Table. 1. In next subsection, we first simulate the theoretical SKGR and analyze the optimal time allocation. Then, the Lilliefors test is performed to verify that the Gaussian distribution approximately holds at limited antenna number and further evaluate the performance improvement of proposed SKG method. B. SKG PERFORMANCES Fig. 11 and Fig. 12 show the theoretical SKGR and the corresponding optimal time allocation, respectively. In Fig. 11 , one can see that the theoretical SKGR increases with N A , which illustrates that it would be infinite when the antenna number tends to be infinite. In Fig. 12 , when N B = 64 is fixed, since the forward secure transmission rate increases with N A , the time resource in a channel coherence block is more inclined to be allocate to Alice. On the other hand, if N B = N A and P B = P A , Bob is the same as Alice, so the optimal time allocation is close to equal division. Considering all the results, the increase of channel coherence interval and the antenna number at Eve would decrease the theoretical SKGR. Fig. 13 shows the frequency histogram and the normal probability plot of the real parts of g 11 A and g 12 A , where g ij A is the i-th row j-th column element of the XM common random source G A . Obviously, g 11 A and g 12 A represent the paired terms and the cross terms, respectively. We use Lilliefors test to decide the hypothesis of Gaussian distribution at limited antenna number [33] . It is verified that the real parts of g 11 A and g 12 A are Gaussian distributions at the significance level 0.01, so does the imaginary parts of g 11 A and g 12 A . Therefore, all the elements of the XM common random source approximately satisfy the complex Gaussian distributions at limited antenna number, which shows that the derived practical SKGR is also approximately valid for general TDD-MIMO sytems. In the following simulations, we show the approximately results by the derived practical SKGR, to compare the performance of XM and PM. Fig. 14 and Fig. 15 show the practical SKGRs of the two common random sources at different antenna number scenarios. In Fig. 14 , one can see that all the SKGRs at different Alice's antenna numbers almost equal to that of infinite antenna condition. Similarly, as shown in Fig. 15 , the SKGRs almost does not change with the antenna number at Eve and also approximately equal to the infinite antenna number scenario. This features are caused by the fact that all the elements of the XM common random source approximately satisfy the complex Gaussian distributions at limited antenna number, and the element number of the XM common random source is the main factor to affect SKGR which only depends on time allocation. Therefore, one can get that the practical SKGR is approximately valid for general multiple antenna scenario. Meanwhile, one can easily see that the practical SKGR of XM is about two orders of magnitude higher than that of PM at the channel coherence interval M S = 256. Considering all the curves, it shows that the equal 113074 VOLUME 7, 2019 time allocation is the optimal strategy for Alice and Bob, and Eve achieves the same eavesdropping effect as the original data by similar processing. Fig. 16 shows the practical SKGRs of the two common random sources at different channel coherence interval. For the XM common random source, the practical SKGR shows a linear increase with channel coherence interval. This feature is very good for the quasi-static scenarios where most of the existing SKG methods are not feasible, and the long channel coherence interval enables more practical SKGR of XM. On the contrast, the practical SKGR of PM does not have this feature and is uncorrelated with channel coherence interval. Therefore, the XM SKG method may provide several orders of magnitude higher SKGR than the PM when the channel coherence interval is long. Fig. 17 has shown this significantly promotion of practical SKGR when M S = 256. Meanwhile, these results illustrate again that the similar processing is a good eavesdropping strategy for Eve. Noted that, although the practical SKGR of XM linearly increases with channel coherence interval, it still loses some theoretical SKGR which is also infinite due to the implied infinite antenna number. Fig. 17 shows the practical SKGRs of two common random sources at different transmitted power. It is obvious that all the practical SKGRs increase with transmitted power, and the practical SKGR of XM is almost two orders of magnitude higher than the PM. This is because the XM includes a large number of cross terms and contains more original information of transmitted and received signals. At the same time, the SKGR adopting equal time allocation is higher than the constant time allocation, which shows that the equal time allocation is the optimal strategy for legitimate parties. Meanwhile, the From the perspective of Eve, the SKGR adopting similar processing is approximately equal to the case using original data, which shows the similar processing is an intuitive and efficient strategy for Eve.
In summary, the derived theoretical SKGR based on twoway random signals is analyzed, and the practical SKGRs of XM and PM are compared to show the advantage of proposed SKG method. Although the time-linear practical SKGRs are derived at infinite antenna number, but it is also approximately valid for general TDD-MIMO systems and this is very good for the slow-changing scenarios and would enable a significant SKGR promotion in practical applications.
V. CONCLUSION
This paper proposes a novel two-way SKG method XM for TDD-MIMO system, which significantly promotes the SKGR by introducing the bilinear multiplication and newly generated cross terms. From the perspective of methodology, XM utilizes the advantages of the bilinear multiplication to generates a large number of cross terms which expands the observation dimension of common random source and contains more original information of the two-way random signals. As such, the proposed XM method provides much higher SKGR than the existing PM method. Furthermore, it is verified that the practical SKGR of XM shows an linear increase with channel coherence interval for TDD-MIMO systems, which means XM method can exploit the slowchanging property of some special channel environments and be applied to solve the low SKGR problem in static or quasistatic channel environment, such as IoT or WSNs.
APPENDIX A PROOF OF LEMMA 2
Without distinguishing Alice, Bob and Eve, the i-th row j-th column element of G is
where i and j represent transmitted and received time points, N is the antenna number, n denotes the antenna index. Then, the real and imaginary parts of g ij are
and we first prove g real ij and g imag ij satisfy Gaussian distribution by Lyapunov theorem here.
Lemma 3 (Lyapunov theorem [34] ): Let X 1 , X 2 , · · · , X n , · · · be a sequence of independent random variables with expectation
converges weakly to N (0, 1) as n → ∞.
For all k = l, x i (k) and y j (l) are independent, sog real ij (k) andg real ij (l) are also independent. In addition, E [x i (k)] = 0 and E y j (k) = 0, one can easily get E g real ij (k) = 0. Let
and set δ = 1,
satisfying Lemma 3, so g real
holds. Furthermore, we prove g ij is a CSCG random variable by the necessary and sufficient condition.
Lemma 4 (Necessary and Sufficient Condition [35] ): Let Z be a complex Gaussian random variable, then Z is circularly symmetric if and only if its pseudo covariance equals zero, namely E Z Z T = 0. One can easily get the pseudo covariance of g ij
satisfying Lemma 4, so g ij is a CSCG random variable. Such that Lemma 2 is proved.
APPENDIX B PROOF OF THEOREM 1
As shown in Appendix A and [35] , all the elements of G and Y are CSCG random variables, so the practical SKGR can be computed by Lemma 5. Lemma 5 (Differential Entropy [29] ):
· · · , Z N ) be a CSCG random vector with covariance matrix C = E zz H , then the differential entropy of z is h (z) = log (π e) N |C|. Therefore, the practical SKGR of XM is
so we only need to compute the covariance matrix. The covariance value between g A ij and g A kl is
Similar to (49), the covariance matrix of the elements of G B is
where P AE (n,m) = H AE (n, :)K x A H H AE (m, :), H(n, :) represents the n-th row of H, so the covariance matrix of the elements of Y AE is
where N E ) . . . . . .
P AE
(N E ,1)
Similar to (52), the covariance matrix of the elements of Y BE is
. . . . . .
P BE
so the mutual covariance matrix of the elements of G A and G B is
so the mutual covariance matrix of the elements of G A and VOLUME 7, 2019 Similarly, one can easily get
The covariance value between y AE k (m) and y BE l (n) is
so the mutual covariance matrix of the elements of Y AE and Y BE is
At last, we get the needed covariance matrix 
Therefore, the practical SKGR of XM can be expressed as 
are utilized in the above derivation, anḋ
Such that Theorem 1 is proved.
APPENDIX C PROOF OF THEOREM 2
When Eve does the similar processing, the elements of G E are also CSCG random variables from Lemma 2, so the practical SKGR of XM is
such that we can get the closed-form expression by computing the covariance matrix. The covariance matrix of the elements of G A (G B ) is obtained in Appendix B, and the covariance matrix of the elements of G E is
where 
x B (i, j)I(j, i) 
The mutual covariance matrix of the elements of G A and G B is also computed in Appendix B, and the mutual covariance matrix of the elements of G A and G E is
Finally, we obtain the needed covariance matrix 
Therefore, when Eve adopts the similar processing, the practical SKGR of XM can be expressed as
... 
are utilized in the above derivation, and ...
Such that Theorem 2 is proved.
